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WIcome to the JMark Services IEAA Journal!

This journal will provide useful information, spark professional discourse, and encourage a
greater understanding of the information environment in the digital age. It will also provide
updates on our upcoming courses.

New to JMark? Click here to learn more.

IEAA is now available as a

Pay Per Seat Graduate Seminar Course — Upcoming IEAA Course Dates:
register for any of the course listed. . —

Information Environment Advanced Analysis (IEAA) is a .

two-week, graduate level, educational program certified -> Register

since 2012 by Joint Staff/J7.

e 11-22 August 2025 in Colorado Springs
IEAA is the only DoD lJoint-certified course focused

" ) i . -> Register
specifically on the seventh Joint Function: Information.
This course gives analysts, planners, and operators the e 1-12 September 2025 in Canberra,
analytic concepts, affiliated techniques, operational design Australia (By invitation only)
methodologies, and operational approaches required to
succeed in the Information Environment. To learn more ¢ 20-31 October 2025 at Fort Belvoir /
about this course, click here. South National Capital Region
-> Register
"What you learn in this course helps you move from
'existing' in the information environment to e 1-12 December in Colorado Springs
understanding the approaches, tools, and habits of mind - Register

for achieving information advantage." Capt, USAF

Be A Part of Our Growing Team

Job Title: 10-Intel Instructor, Developer Senior
Location: Hurlburt Field, FL Employment Type: Full-Time

We are seeking a highly skilled Professional |0-Intel Instructor, Developer Senior to design, develop, and instruct
advanced Information Operations (I0) courses. This role involves extensive curriculum development, instructional
delivery, and evaluation in alignment with Department of Defense (DoD) and Air Force cyber training objectives. The
ideal candidate will possess expertise in information systems, mission planning, and instructional methodologies.
For more information see: Careers — JMark Services

JMark Services, 8415 Explorer Drive, Suite 110, Colorado Springs, CO 80920, United States 719.368.8490


https://www.jmarkservices.com/
https://www.jmarkservices.com/ieaa/
https://www.jmarkservices.com/ieaa-june-2025/
https://www.jmarkservices.com/ieaa-august-2025/
https://www.jmarkservices.com/ieaa-august-2025/
https://www.jmarkservices.com/ieaa-october-2025/
https://www.jmarkservices.com/ieaa-december-2025/
https://recruitingbypaycor.com/career/JobIntroduction.action?clientId=8a7883d0770d136d017721796fe30b29&id=8a7883a8958c3cec0195aa737e9f1426&source=&lang=en
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Book Review

Trust Me, I’m Lying: Confessions of a Media Manipulator — Ryan Holiday

Ryan Holiday’s book, Trust Me I’'m Lying, is an unvarnished exposé of the social media environment
T by a self-identified media manipulator. Holiday states up front that he wrote the book as a form of
- oF'E}P}O'_W.G B mea culpa. He entered the arena as an advertising and public relations guru, but rapidly became a
oy 1 manipulator when he understood just how powerful online lying and deceiving can be. He rapidly
descended from the occasional half-truth in his advertising campaigns, to outright deliberate lying
once he became aware of the fact that the latter delivers significantly greater results ... with
practically zero repercussions. When he realized the depth of his deception operations and the
significant negative effect it was having on so many people, he had a change of heart. Although he
can’t pinpoint the time at which the change of heart occurred, his book represents an attempt to
right some of his wrongs.
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Holiday breaks his book into two parts — the first describes how media blogs work and the second
covers the effect blogs havel. Short vignettes help illustrate how media manipulators work, how
they achieve success, what success looks like, and how it affects the decision calculus of the receiver. He structures his
vignettes around vulnerabilities in the social media landscape. This facilitates a discussion on how these vulnerabilities are
exploited by manipulators, accompanied by methods and techniques for how you can identify the vulnerabilities, who is
leveraging them, and how to protect yourself from their unscrupulous use.

Holiday’s underlying thesis is that the mainstream media don’t intentionally lie to the public; instead, media manipulars like
him “cheat, bribe, and connive” and abuse their deep understanding of the internet to lie to the media and, in turn, convince
them to lie to the public. Bloggers and manipulators do not inherently possess access to large audiences, but they do by proxy
when they can get the larger media outlets to parrot their message — and if they can do it at low or no cost to them, they have
achieved extraordinary success.

Perhaps his most telling admission is that media manipulation is about stealing the most precious commodity known to man —
our time. Manipulators then use access to our time to either deliver a narrative if they are politically motivated, or sell
advertising if they are commercially motivated. Holiday also discusses the fact that the imperative to publish often and quickly
to meet the insatiable appetite of social media consumers is used as an excuse to abrogate the responsibility to check facts
before publishing blogs and news articles. When you know this, you can leverage this. Experienced manipulators know that if
you can generate a story that is relatable, emotional, and easily digested it will be picked up by other bloggers and repackaged
or “borrowed” to form the basis of another story, which can then generate momentum. If the manipulator can get the story
“liked,” “forwarded,” and “re-tweeted” enough times, often by bots, it will rise to the point where mainstream media will pick
it up and it will become a regional or national “news” story. This would all be fine if it was a real news story; the problem is
that the vast majority of stories that follow this journey are fake. Holiday takes us on this journey via numerous examples,
many of which he generated himself over the years. The journey is likely to both disgust and fascinate the average reader.

At times some of his vignettes can appear repetitive, but perhaps there is method in this writing style — if a tactic works, it is
often repeated with subtle variations, to trick us time and time again into clicking, reading, and believing the story being told.
Holiday’s book is described as “a playbook for the dark arts of exploiting the media,” but his intent is not to provide advice to
other media manipulators, but to educate and protect media users by exposing the methods and describing the effects. He
meets his intent.

In IEAA we discuss the importance of, and competition between, veracity and velocity when it comes to developing and
publishing narratives and messages. Militaries and bureaucracies often lament the requirement to check the veracity of
information before publication, but media manipulators and our competitors often do not, which means they win the velocity
battle. How can we overcome this? We also explore the concept of virality, as it often trumps the first two “v”s. But what
happens when we overlay volume? Can volume drown out all of the other “v”s?

! Holiday uses the term “blog” to refer collectively to all online publishing.
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Determining “Will.” We are currently in the latter stages of overhauling the way we teach, practice, and assess the
incorporation of will, and other human intangibles, into determining individual, group, and national capacity to compete
and campaign. Douglas Hubbard tells us that:

Food for Thought

If it matters at all it is detectable/observable. If it is detectable it can be detected as an amount
(or a range of amounts). If it can be detected as a range of amounts it can be measured.

He uses the example of how a corporation measures “public image” — an intangible. He suggests that while advertising
(something measurable) directly drives sales, good public image (something difficult to measure) indirectly drives sales
through word of mouth, so surveying customers for referrals by word of mouth (something you can measure) can give an
indication of good public image.

Our challenge is determining how to measure intangibles
among audiences who can’t be surveyed, and determining
what indicators we want to observe in order to give us a proxy
for the will of a relevant actor to continue or change their
current behavior. The RAND corporation published a series of
studies that looked into this topic, and the adjacent model
outlines many of the factors that can allow us to focus our
efforts when looking for indicators.

This could include the M for Mugawama (resistance); M for
Muaarada (opposition); or M for Muwajaha (confrontation)
graffiti as a proxy for assessing civilian opposition to ISIS in
Mosul in 2017. Or the prevalence of allied leaflets found on
surrendering Japanese soldiers as a proxy for the morale and
breakdown of discipline in Burma in 1945. We are developing
IEAA to place a greater emphasis on discussing and identifying
indicators and proxies, as a way to model potential behavior
change as a result of our activities and messages. For past
students, and IE professionals, if you have any examples of
best practices we’d love to hear them; for future students, we
look forward to engaging with you in this challenging space.
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Leveraging critical thinking to achieve behavioral influence. Many of us have participated in training on critical thinking.
More often than not, the purpose of the training is to enable critical self-examination of where we have made poor
decisions because of our biases or inadvertent susceptibility to logic errors and fallacies. During IEAA we encourage
students to turn the analysis around and look for ways in which we can exploit the biases, logic errors, or fallacies that our
adversaries are prone to. This can allow us to shape our messaging and activities to reinforce their inaccurate analysis of
the operating environment. With this in mind, critical thinking is so important in the effective development of deception,
particularly in environments where homophily is preeminent. Homophily — from the Latin etymology “love of the same” —
underpins many of our biases, and contributes to many of our logic errors and the fallacies we are prepared to defend.
Sociologists tell us that it is easier to build a believable story around something that already exists in an environment than
it is to do so around new or foreign ideas. Military history tells us that deception is more successful when we encourage an
adversary to continue to believe something that is wrong, rather than trying to convince him to believe something new.


https://www.rand.org/pubs/research_briefs/RB10040.html

JMark

While political and military deception is not new, the ubiquitous

nature of sensors in contemporary conflict and competition have

made operational security, and deception considerations, "In wartime, truth is so
effectively a standard operating procedure — if we can’t avoid being  Precious that she should
seen, we need to obfuscate what is being seen. For this reason, al‘gaﬁs e age"ffifd YR
understanding what our competitors and adversaries are looking AR
for and what they want to see becomes important, and building a ~Winston Churchill
compelling story that is a lie — a lie they want to believe — requires

the judicious use of critical thinking.

Professional Reading Lists

The links below take you to our reading lists, which contain books, articles, and official publications
that we incorporate into IEAA and use to drive professional discourse. We like to keep the lists
manageable and relevant, but also encourage feedback.

Books Publications Short Readings

GCIAO - New Course!

The Global Competition Information Advantage Operations (GCIAQ) course explores Signature
Management, Digital Dust, and Operational Security in the Global Information Environment. Students
will learn to plan, manage, and mitigate digital signature risks associated with all phases of operations.

Mentor-led small-group activities are at the heart of the GCIAO learning experience.

GCIAOQ is a five-day (40-hour) course consisting of tailored readings and a programmed syllabus of contemporary lessons,
Socratic learning, and mentor-guided small-group activities. To learn more about this course, click here.

“GCIAO is structured to train and educate students to gain and exploit information advantage throughout the
competition continuum by thinking about, assessing, planning, and designing operational approaches for
exploiting opportunities and mitigating risk during fast-moving, contested "Fort to Port to Foxhole" operations.
It provides tools and methodologies to seize and hold the initiative at the operational level. GCIAO thus addresses
the essence of Sun Tzu’s thinking: “Victorious warriors win first and then go to war, where defeated warriors go
to war first and then seek to win."

Mike Phillips, CEO JMark Services

Please feel free to share this journal with anyone you may think would be interested.
If you have received this journal from a friend and would like to receive future IEAA Journals, please email
courses@jmarkservices.com to be added to the mailing list.
If you have any questions in relation to IEAA or GCIAO course content or participation, please contact the
Senior Mentor Stuart Purves, at: stuart.purves@jmarkservices.com
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